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proxy proxy

INVITE INVITE F1 -
” INVITE F2
100 Trying F3 > INVITE F4
100 Trying F5
180 Ringing F6
180 Ringing F7
180 Ringing F8 « _ 200 OK F9
- 200 OK F10 «*
200 OK F11 «*
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Abbildung2 SIP Session aus RFC 3261 Seite 11

100 Trying
180 Ringing
200 OK
ACK
BYE
200 OK
sip:hugo@sip.atlanta.com
sips




Protokol Port Bedeutung
SIP 5060 UDP/TCP SIP unverschlisselt als Datagramm oder Stream

Tabellel Reservierte Ports fiir SIP

Server
160.85.162.81

UA1
160.85.170.138

Abbildung3 Aufbau des Versuches

INVITE ACK BYE
100 Trying 200 OK

UA 2

INVITE sip:6666@dskt6621.zhwin.ch SIP/2.0

Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 INVITE

Max-Forwards: 70

Subject: VovidaINVITE

Contact: <sip:4444@160.85.170.139:5060>

User-Agent: Vovia-SIP-SoftPhone/0.1 (www.vovida.org)
Content-Type: application/sdp

Content-Length: 220

Session Description Protocol not shown here

INVITE
sip:user@host SIP/2.0

Via

To

From




Call-ID
CSeq

Max-Forwarders

Subject

Contact
User-Agent

Content-Type
Content-Length

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139

CSeq: 1 INVITE

Content-Length: O

100 Trying



INVITE sip:6666@160.85.170.138:5060 SIP/2.0

Via: SIP/2.0/UDP 160.85.162.81:5060;branch=aa6140793e11.4

Via: SIP/2.0/UDP 160.85.162.81:5060;branch=a83f45c7736e.2

Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904

To: 6666<sip:6666@dskt6621.zhwin.ch>

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139

CSeq: 1 INVITE

Max-Forwards: 69

Subject: VovidalNVITE

Record-Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
<sip:6666@160.85.162.81:5060;maddr=160.85.162.81>

Contact: <sip:4444@160.85.170.139:5060>

User-Agent: Vovia-SIP-SoftPhone/0.1 (www.vovida.org)

Content-Type: application/sdp

Content-Length: 220

Session Description Protocol not shown here

INVITE

Via
Record-Route

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 160.85.162.81:5060;branch=aa6140793e11.4

Via: SIP/2.0/UDP 160.85.162.81:5060;branch=a83f45c7736e.2

Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139

CSeq: 1 INVITE

Content-Length: O

INVITE 100 Trying

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP 160.85.162.81:5060;branch=aa6140793e11.4

Via: SIP/2.0/UDP 160.85.162.81:5060;branch=a83f45c7736e.2

Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904

To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=4c190595

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139

CSeq: 1 INVITE

Record-Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
<sip:6666@160.85.162.81:5060;maddr=160.85.162.81>

Content-Length: O




SIP/2.0 180 Ringing

Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904

To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=4c190595

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139

CSeq: 1 INVITE

Record-Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
<sip:6666@160.85.162.81:5060;maddr=160.85.162.81>

Content-Length: O

180 Ringing Via
Record-Route

SIP/2.0 200 OK

Via: SIP/2.0/UDP 160.85.162.81:5060;branch=aa6140793e11.4

Via: SIP/2.0/UDP 160.85.162.81:5060;branch=a83f45c7736e.2

Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904

To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139

CSeq: 1 INVITE

Record-Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
<sip:6666@160.85.162.81:5060;maddr=160.85.162.81>

Contact: <sip:6666@160.85.170.138:5060>

Content-Type: application/sdp

Content-Length: 220

Session Description Protocol not shown here

200 OK

SIP/2.0 200 OK

Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904

To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139

CSeq: 1 INVITE

Record-Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
<sip:6666@160.85.162.81:5060;maddr=160.85.162.81>

Contact: <sip:6666@160.85.170.138:5060>

Content-Type: application/sdp

Content-Length: 220

Session Description Protocol not shown here

Via
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ACK sip:6666@dskt6621.zhwin.ch SIP/2.0

Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904

To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139

CSeq: 1 ACK

Max-Forwards: 70

Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
<sip:6666@160.85.170.138:5060>

Content-Length: O

ACK
Route

ACK sip:6666@160.85.170.138:5060 SIP/2.0

Via: SIP/2.0/UDP 160.85.162.81:5060;branch=aa6140793e11.4

Via: SIP/2.0/UDP 160.85.162.81:5060;branch=770b7e975316.2

Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139

CSeq: 1 ACK

Max-Forwards: 69

Content-Length: O

Via
ACK

BYE sip:6666@160.85.162.81:5060;maddr=160.85.162.81 SIP/2.0

Via: SIP/2.0/UDP 160.85.170.139:5060

To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139

CSeq: 2 BYE

Max-Forwards: 70

Route: <sip:6666@160.85.162.81:5060;maddr=160.85.162.81>,
<sip:6666@160.85.170.138:5060>

Content-Length: O

BYE
Route
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BYE sip:6666@160.85.170.138:5060 SIP/2.0

Via: SIP/2.0/UDP 160.85.162.81:5060;branch=aa6140793e11.4
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=9d2222b269b2.2
Via: SIP/2.0/UDP 160.85.170.139:5060

To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 2 BYE

Max-Forwards: 69

Content-Length: O

BYE

SIP/2.0 200 OK

Via: SIP/2.0/UDP 160.85.162.81:5060;branch=a41e92033831.4
Via: SIP/2.0/UDP 160.85.162.81:5060;branch=9d2222b269b2.2
Via: SIP/2.0/UDP 160.85.170.139:5060

To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 2 BYE

Content-Length: O

200 OK

SIP/2.0 200 OK

Via: SIP/2.0/UDP 160.85.170.139:5060

To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=e79cab79

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 2 BYE

Content-Length: O

12




Methode Funktion

INVITE Ein UA wird damit zu einer Session eingeladen. Diese Message kann bereits
Informationen zum Typ der Session enthalten.

OPTIONS Durch diese Message kénnen optionale Informationen Giber den Benutzer
weitergegeben werden.

CANCEL Bricht einen hangigen Verbindungswunsch ab mit derselben Call-Id, To, From
und Cseq wie der vorhergehende Request. CANCEL hat keinen Einfluss auf
terminierte Requests, z.B. falls auf ein INVITE bereits ein ACK geschickt
wurde.

Table2 SIP Methoden

Status Funktion Beschreibung Beispiele
Kategorie
Ixx Informationsstatus Die Anfrage wurde erhalten, die 100 Trying
Anfrage wird gehalten. 180 Ringing

3xX Redirectstatus Weitere Aktionen missen 301 Moved
ausgefuhrt werden um die Permanently
Anfrage auszufiihren

5xx Server-Error Beim Server ist ein Fehler beim 503 Service
Beantworten der Anfrage Unavaiable
aufgetreten.

Table3 SIP Status Codes



Redirect
Server

3. INVITE—» -4—10. ACK

5. ACK—m» -8, INVITE:

4.302 Moved Temporarly 9. 302 Moved Temporarly

s

e INVITE———

-« - Trynge—+_

2. 100 Trying-«— —»11. INVITE

1. INVITE—m 4—12. 100 Trying
Proxy
Server
/ .o“;\
Phone A
Abbildung4 Funktion des Redirect-Server
INVITE
INVITE
302 Moved Temporarly INVITE
302 Moved Temporarly
INVITE
Via Record-Route
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Server

Abbildung5 SIP Versuchsaufbau
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vocalbin-1.5.0-20.i386.rpm
vocalbin-tools-1.4.0-17.i386.rpm

rpm - vocalbin-1.5.0-20.i386.rpm rpm -
I sipset-1.5.0.i386.rpm

/usr/local/vocal/allinoneconfigure/allinoneconfigure

16



tar xzf vocal-1.5.0.tar.gz

$ ./configure —with-openssl
$ make
$ make install

apt-

get install libgtk2.0-dev
makesip.sh

make

install
/usr/local/vocal/ allinoneconfigure/allinoneconfigure
letc/resolv.conf

letc/hosts

sipset_1.5.0-1 i386.deb

17



dpkg -i sipset 1.5.0-1 i386.deb

vocalbin-1.5.0-20.i386.rpm sipset-1.5.0.i386.rpm

rpm - vocalbin-1.5.0-
20.i386.rpm rpm - sipset-1.5.0.i386.rpm

allinoneconfigure
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Abbildung6 SIPSet

lusr/local/vocal/bin/sipset

hugo@dskt6621.zhwin.ch
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Abbildung7 SIPSet Advanced Configuration

lusr/local/vocal/bin/gua

lusr/local/vocal/etc/ua.cfg

20



# Your phone number
User_Name string 5555

User_Name

# IP address of SIP Proxy
Proxy_Server string 160.85.162.81

Proxy_Server

# Your password

Pass_Word string hugo

# Name to display instead of User Name

Display_Name string hugo
Pass_Word

# Transport can be either TCP or UDP
SIP_Transport string UDP

# IP of machine this user agent is registering from
Register_From string 160.85.170.138

Register_From

# IP of registrar, if different from SIP Proxy
Register_To string 160.85.162.81

Register_To

# Time (in seconds) until registration expires
Register_Expires int 60000

Register_Expires

# Name of sound card (ie /dev/dsp)
Device_Name string /dev/dsp

Device_Name

21



# Lowest port number in range of RTP ports

Min_RTP_Port string 10000

# Highest port number in range of RTP ports

Max_RTP_Port string 10999
Min_RTP_Port Max_RTP_Port

# Public IP where RTP should be routed

# NATAddress_IP string <put value here>

NATAddress_IP

# Name of file for log messages

LogFilename string /home/hugo/.sip/gua.log
# Use LOG_ERR for normal operation, LOG_DEBUG_STACK for debugging
LogLevel string LOG_ERR
LogFilename LogLevel
LogFilename LogLevel
LOG_ERR
man gua

Jgua
lusr/local/vocal/etc/hugo.cfg

gua>

call
gua> call hugo@atlanta.com

gua> ringing Il

a

22



REGISTER INVITE

407 Proxy Authentification Required
Proxy-Authenticate
nonce domain realm nonce
INVITE REGISTER
INVITE REGISTER
401 Unauthorized
INVITE

23



INVITE sip:6666@dskt6621.zhwin.ch SIP/2.0

Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 INVITE

Max-Forwards: 70

Subject: VovidalNVITE

Contact: <sip:4444@160.85.170.139:5060>

User-Agent: Vovia-SIP-SoftPhone/0.1 (www.vovida.org)
Content-Type: application/sdp

Content-Length: 220

Session Description Protocol not shown here

INVITE
100 Trying

SIP/2.0 407 Proxy Authentication Required
Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=3b6c2a3f
From: <sip:4444@160.85.170.139>;tag=daa21162
Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 INVITE
Proxy-Authenticate: Digest algorithm=MD5,
domain="160.85.162.81",
nonce="1058800787",
realm="160.85.162.81"
Content-Length: O

407 Proxy Authentification Required
Proxy-Authenticate realm

domain nonce

ACK sip:6666@dskt6621.zhwin.ch SIP/2.0

Via: SIP/2.0/UDP 160.85.170.139:5060

To: 6666<sip:6666@dskt6621.zhwin.ch>;tag=3b6c2a3f

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139
CSeq: 1 ACK

Max-Forwards: 70

Content-Length: O

24
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INVITE sip:6666@dskt6621.zhwin.ch SIP/2.0

Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z29hG4bK4129d28b8904

To: 6666<sip:6666@dskt6621.zhwin.ch>

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392c3f2b568e92a8eb37d448886edd1a@160.85.170.139

CSeq: 2 INVITE

Proxy-Authorization: Digest algorithm=MD?5,
nonce="1058800787",
realm="160.85.162.81",
response="142311a910a4d57ba49afdbe5646768c",
uri="sip:6666@dskt6621.zhwin.ch",
username="4444"

Max-Forwards: 70

Subject: VovidalNVITE

Contact: <sip:4444@160.85.170.139:5060>

User-Agent: Vovia-SIP-SoftPhone/0.1 (www.vovida.org)

Content-Type: application/sdp

Content-Length: 220

Session Description Protocol not shown here

INVITE
Proxy-Authorization
nonce realm username
response

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 160.85.170.139:5060;branch=z9hG4bK4129d28b8904
To: 6666<sip:6666@dskt6621.zhwin.ch>

From: <sip:4444@160.85.170.139>;tag=daa21162

Call-ID: 392¢3f2b568e92a8eb37d448886edd1a@160.85.170.139

CSeq: 2 INVITE

Content-Length: O

100 Trying
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k=clear:key
multipart/signed

multipart/signed

Date

sip: anonymous@nonyni zer. org

From

MIME-Type Beschreibung

application/sdp SDP unverschlisselt
application/pkcs7- Signatur-Teil fur ein MIME-Attachment
signature

multipart/mixed Fur Meldungen die auch ungesicherte Teile enthalten

N
(o]



INVITE sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=29hG4bKnashds8

To: Bob <sip:bob@biloxi.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-ID: a84b4c76e66710

CSeq: 314159 INVITE

Max-Forwards: 70

Contact: <sip:alice@pc33.atlanta.com>

Content-Type: application/pkcs7-mime; smime-type=enveloped-data;
name=smime.p/m

Content-Disposition: attachment; filename=smime.p7m
handling=required

kkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkhkkkkkkkkkhkkkk

* Content-Type: application/sdp *

* *

*yv=0 *

* o=alice 53655765 2353687637 IN 1P4 pc33.atlanta.com *
* S=- *

*t=00 *

* c=IN IP4 pc33.atlanta.com *

* m=audio 3456 RTP/AVP 0 1 3 99 *

* a=rtpmap:0 PCMU/8000 *

* k=clear:f18535407369cb0aa6f34009cfc35d54 *

kkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkhkkkkkhkkhkkkkkkkkkhkkkk

application/pkcs7-mime
application/sdp

493 Undecipherable 415 Unsupported Media Type
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INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=29hG4bKnashds8
To: Bob <sip:bob@biloxi.com>
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710
CSeq: 314159 INVITE
Max-Forwards: 70
Date: Thu, 21 Feb 2002 13:02:03 GMT
Contact: <sip:alice@pc33.atlanta.com>
Content-Type: multipart/signed;
protocol="application/pkcs7-signature";
micalg=shal; boundary=boundary42
Content-Length: 568

--boundary42
Content-Type: message/sip

INVITE sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=29hG4bKnashds8
To: Bob <bob@biloxi.com>

From: Alice <alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710

CSeq: 314159 INVITE

Max-Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:alice@pc33.atlanta.com>
Content-Type: application/sdp

Content-Length: 147

v=0

o=UserA 2890844526 2890844526 IN IP4 here.com
s=Session SDP

c=IN IP4 pc33.atlanta.com

t=00

m=audio 49172 RTP/AVP 0

a=rtpmap:0 PCMU/8000

--boundary42

Content-Type: application/pkcs7-signature; name=smime.p7s

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7s;
handling=required

ghyHhHUUjhJhjH77n8HHG Trfvbnj756tbBOHGA4VQpfyF467GhIGIHYT6
AV QpfyF467GhIGfHFY T6jH77n8HHGghyHhHUUjhJh756tbBOHG Trfvbnj
n8HHG TrivhJhjH776tbBIHGAVQbnj7567GhIGHFY T6ghyHhHUUjpfyF4
7GhIGHfYT64VQbnj756

--boundary42-

multipart/signed
Date

--boundary42
message/sip

--boundary42
application/pkcs7-signature

28




Recorde-Route

Via

Via
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RTP Media Channel

Abbildung8 Bedeutung des Medien-Kanals
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00‘01 02|03 04‘05‘06‘07 08 09‘10‘11‘12‘13‘14‘15 16‘17‘18‘1?% 20‘21‘22‘23‘ 24‘25‘ 26‘27‘28‘29‘30‘31
vV |P|X cC M PT Sequence Number
Timestamp
SSRC
CSRC [0..15]
Payload

Abbildung9 RTP-Header Version 2
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00‘01 02 03‘04‘05‘06‘07 08‘09‘10‘11‘12‘13‘14‘15 16‘17‘18‘19‘20‘21‘22‘23‘24‘25‘26‘27‘28‘29‘30‘31
vV |P RC PT=RR Lenght
SSRC of Paket sender

Abbildung10 RTCP-Header

00‘01‘02‘03‘04‘05‘06‘07‘08‘09‘10‘11‘12‘13‘14‘15‘16‘17‘18‘19‘20‘21‘22‘23‘24‘25‘26‘27‘28‘29‘30‘31

NTP-Timestamp, most significant word

NTP-Timestamp, least significant word

RTP Timestamp

Sender's Packet count

Sender Info

Sender's octet count

SSRC_1

SSRC of Paket sender Comulative number of packets lost

Extendet highest sequence number recieved

Interarrival jitter

Last SR

Delay since last SR (DSLR)

Report Block

Abbildungl1 RTCP- Sender Report
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00/01/02|03|04|05/06|07

08|09|10{11|12|13|14|15|16|17|18|19|20|21|22|23|24|25

28

29

30

31

SSRC_1

SSRC of Paket sender

Comulative number of packets lost

Extendet highest sequence number recieved

Interarrival jitter

Last SR

Delay since last SR (DSLR)

Report Block 1

Abbildung12 SRTCP- Receiver Report
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00‘01 02|03 04‘05‘06‘07 08 09‘10‘11‘12‘13‘14‘15 16‘17‘18‘19‘20‘21‘22‘23‘24‘25‘26‘27‘28‘29‘30‘31
vV |PX CcC M PT Sequence Number
Timestamp
SSRC
CSRC [0..15]

RTP-Header extension (Optional)

Verschliisselt

Payload...

RTP Padding RTP Pad Count

Authentifiziert

SRTP MKI (Optional)

Authentication Tag

Abbildungl13 SRTP-Paketaufbau
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N

00‘01 0 03‘04‘05‘06‘07 08‘09M11‘12‘13‘14‘15 16‘17‘18‘19‘20‘21‘22‘23‘24‘25‘26‘27‘28‘29‘30‘31

vV |P RC PT=RR Lenght
SSRC of Paket sender

Sender Info
Report Block 1
Report Block 2

Verschlisselt

E SRTCP Index

Authentisiert

SRTCP MKI (Optional)

Authentication Tag

Abbildung14 RTCP-Paket
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Paket-Index

Master-Key

» SRTP- P SRTP session encryption key
—® Schlissel- | ————————® SRTP session authentication key
P generierung ——————— P SRTP session salt key

Externes

Key-Managment| Master-Salt

o SRTCP- ———® SRTCP session encryption key
—P Schlissel- | —————— P SRTCPsession authentication key
“————————®| generierung |———————— P SRTCP session salt key

Abbildung15 Schlusselbildung
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MIKEY Draft Inhalt

[MMSD] SDP Security Descriptions for Media Streams

Tabelle5 Ubersicht der MIKEY Spezifikation

Proxy

Proxy

Abbildung16 Anwendung von IPsec flr SIP-Signalisierung
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UA Proxy UA UA Proxy Proxy Hop-by- Auth Encryption SIP-
Hop Feature

HTTP-Digest
SSL/TLS
S/MIME
SRTP
MIKEY
IPsec

Table6 Gegenuberstellung der fur SIP anwendbaren Sicherheitsmechanismen
3 7 — Nicht bewertbar
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Soll

Task |Kalenderwoche

Einarbeitung Theorie

Einarbeitung System

Grundsystem Client

Grundsystem Proxy
Aufbau HTTP-Digest
Aufbau S/IMIME. PGP
Aufbau SSL/TLS
Aufbau Ipsec

Aufbau SRTP
Unvorhergesehenes

Auswertung, Bewertung
Dokumentation

Ist

[Task [<Kalenderwoche

Einarbeitung Theorie

Einarbeitung System

Grundsystem Client

Grundsystem Proxy
Aufbau HTTP-Digest
Aufbau S/IMIME. PGP
Aufbau SSL/TLS
Aufbau Ipsec

Aufbau SRTP
Auswertung, Bewertung

Task

Einarbeiten RTP/SRTP

Installation Linux Clients (RedHat / Knoppix

Installation Vocal- Server

Installation Client Knoppix

Inbetriebnahme HTTP-Digest

Installation IPsec Server And

Konfiguration / Inbetriebnahme IPsec

Dokumentaion . Beide
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#1/bin/bash
# Make Vovida Vocal on systems without X

# change follow lines if needed
MAKELOE' ./make.log '
VOCALDIR=' ./vocal '
TARGETS' contrib
heartbeat

sip

sdp2

pslib

cdrlib

openssl

fs

rs

hbs

ps

ms

cdr

b2bua

vme

vmcep

vmserver

mail

sipset

contrib_imap
base64encoder

radius test
staging_notar

java '

# do not edit lines below

CURDIR=$( pwd)

SCRIPTNAME"$ 0"

WITHOPENSSt' false

WITHJAVA' false

LOGFILE="${ CURDIF}${ VOCALDIF}"

ERR_COMP_MS" configure failed: All header files and \
compiler tools installed? "

function  logger (){

if [ "x$1" = "xt" ]; then
echo "+ $2 successful compilated " >>9${ CURDIR/ ${ MAKELOB
else
echo "- $2 failed compilation " >>3${ CURDIR/ ${ MAKELOE
fi
}
function error (){
echo "ERROR: $1" 1 >&2
echo  "ERROR: $1" >>${ CURDIR/${ MAKELOEB
exit -1
}
while [ "x$1" = "x" ]; do
case $1 in
--with-openssl|
WITHOPENSSL= ' true '
—-with-java )
WITHJAVA =' true '
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--vocal-dir )
VOCALDIR ="$ 2"
shift

*

echo
Usage: $SCRIPTNAME [--with-openssl] [--with-java]
[--vocal-dir DIR]
--with-openssl| compile with openssl support
--with-java compile with javaadministration
interface (needs sdk)
--vocal-dir DIR  specify directory to change into
(default DIR=vocal)

exit -1
esac
shift
done

LOGFILE="${ CURDIR${ VOCALDIF}"

if [ "x$WITHOPENSS' != "xtrue " ]; then
TARGETS =$(echo-en "$ TARGET!" | grep-v "openssl ")
fi

if [ "xX$WITHIAVA" 1= "xtrue " ]; then
TARGETS =$(echo-en "$ TARGET!" | grep-v "java ")
fi

echo " Logfile from Vocal compilation " >${ LOGFILE}
echo " Successful compiled targets " >>%{ LOGFILE}

cd ${ CURDIR / ${ VOCALDIR\
|| error "Can"tcdto $VOCALDIR, exiting "

if [ "X$WITHOPENSS' == "xtrue " ]; then

Jconfigure --with-openssl| [| error "${ ERR_COMP_M$G

echo " + Configure successfull with openssl| " >>${ LOGFILE}
else

Jconfigure [| error "${ ERR_COMP_M$G

echo " + Configure successfull without openssl " >>${ LOGFILE}
fi

for target in $TARGETS do

make  $target &&loggert $target || logger f $target
done
cd $CURDIR

cat SMAKELOG
echo "Done, check $MAKELOG for further informations "

exit 0
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Projekt Referenz
http://www.resiprocate.org/,
http://sourceforge.net/projects/resiprocate/

ReSIProcate

osr - open source SIP registrar/redirect prox http://osip.atosc.org/osr.html

Projekt Referenz
http://www.div8.net/kphone

http://sippo.hotsip.com/download/index.html
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[README.TXT

[docu

[docu/HOWTO
[config

[software
[software/vocal
[software/reSIProcate
[software/SRTP
[software/freeswan
Irfc/
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